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IDA Pro Introduction

The Interactive Disassembler (IDA) (Help Index).

- https://hex-rays.com/ida-free/#download

Extremely powerful disassembler by HexRays.

The disassembler of choice for:

- Malware analysts,
- Reverse engineers, and

- Vulnerability analysts.
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IDA Pro Introduction

Supports several PE file formats and some others.

Such as Executable and Linking Format (ELF).

Disassembles an entire program and performs
several tasks such as:

Function Discovery, Stack Analysis, Local Variable

ldentification,... etc.

Alternative: radare2
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IDA Pro Versions

Two versions of IDA Pro are commercially available

Full-featured pay version and Old free version
Both support x86

Pay version supports x64 and other processors, such as cell

phone processors.
Both have code signatures for common library code in FLIRT
FLIRT: Fast Library Identification and Recognition Technology

This allows it to recognize and label a disassembled function,

especially library code added by a compiler.
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Loading an Executable

+ When you load an executable on IDA Pro:

- IDA Pro will try to recognize the file’s

format and processor architecture.

- For example (Figure), the file is

recognized as having the PE format @

with Intel x86 architecture. ®

Malware Analysis
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Load a new file

| Load file Z:\basic_example.exe as
Portable executable for 80386 (PE) [pe

lo MS-D0S executable (EXE) [dos.Idw]
Binary file

| Processor type
9| Intel 80x86 processors: metapc

j Loading segment

‘ Loading offset

Options
reate segments

[ Load resources
[¥] Rename DLL entries
[ Manual load

Fill segment gaps
[V] Make imports segment
[] Create FLAT group

| System DLL directory  C:\Windows

.‘4|

Analysis
7| Enabled
| Indicator enabled

[ Kermel options1

[ Kemel options2

[ Processor options

oK ‘ \ Cancel

Help




Loading an Executable

- When loading a file into IDA Pro (such as a PE file), the

program maps the file into memory
as if the operating system loader had loaded it.

-+ To have IDA Pro disassemble the file as a raw binary, choose

the Binary File option in the top box @
b ¢

Load file ...lware Analysis\All\For Chap 5\CrackMe-master\CrackMe01\Win32\Release\CrackMe.exe as

Portable executable for 80386 (PE) [pe.dll]
MS-DOS executable (EXE) [dos.dll]

e Binary file

Processor type (double-click to set)

Intel Pentium protected with MMX 80586p

Intel Pentium real with MMX 80586r
MetaPC (disassemble all opcodes) metapc I
v Intel 860 processors
Intel 860 XP 860xp
Analysis
Loading segment 0x00000000 Kernel options 1 Kernel options 2  Kernel options 3
Enabled
Loading offset 0x00000000 Indicator enabled Processor options
Options
Loading options Create segments
Fill segment gaps Create FLAT group Rename DLL entries
\_:\ Load as code segment Create imports segment Manual load
oK Cancel Help 6
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IDA Pro - Interface

+ Graph and Text s
in::: H:-::‘:uimu: ARG BT ERRT SSREE S  CIUE e
e e geoed phr &
Mode ==
:.r“ z- LET -]
sl L E_‘ill"l
b el
e ammrt lec NETOLA
> — 1 i 1
. o et Les WSS frosserese:
- Spacebar Switches —
20T, e
mode =
L[ilmw-w-n — |
SCEXT2D0%07080 -
Lext:ooyd!eng Attributes: bp-based Frame

~text: b4 D180
~text: D001
~text:0Dpy010480
~TExt Dyl onDn
.CEXT: 004801080
~text : BiL 51040
-text:00N0184%0
~text:0BL01040
~text : 0oy 080
Toirext D RNN0T eND
T Ltext: RN eNT
* Ltext:BoN010N3

int
main
var_n
argc
Argw
enuvp

Malware Analysis

cdecl main{int argc,const char

proc near

= dword ptr -4

= dword ptr 8

= dword ptr @Ch
= dword ptr 10h
push ebp

mo ebp, esp
push "X

Dr. Qasem Abu Al-Haija

m=margw const char =enuvp)
: CODE XREF: start+AFj)p



Graph Mode Interface

Provides a control flow graph to help you understand how the

program works
In graph mode, IDA Pro excludes certain information, such as line
numbers and operation codes (i.e., binary code)

- To change these options, select Options->General, and then select

Line prefixes and set the Number of Opcode Bytes to 6.

|j: short loc_401698 |
] " Y
il d 5 ]
mov dword ptr [esp], offset aWrongPassword ; : ong Password
call _puts loc_401698:
jmp short loc_4816AC mov dword ptr [esp], offset aCorrectPasswor ;
call _puts
mov dword ptr [esp+5Ch], 1
]
Yy
il s =
loc_4@16AC:
cmp dword ptr [esp+5Ch], ©
Malware Ana[gsis jz short loc_4816D3 Dr. Qasem Abu Al'Halja

L
el e = |




Default Graph Mode Display

; Attributes: bp-based frame

; int  cdecl main(int argc,const char =xargu,const char =enup)
_main proc near

var_4= dword ptr -4
argc= dword ptr 8

argu= dword ptr 8Ch
envp= dword ptr 106h

push ebp

mov ebp, esp

push ecx

call sub_ 461000

mov [ebp+var 4], eax
cmp [ebp+uar 4], 8
jnz short loc_ 4081056
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Options, General
IDA Options e

Disassembly | Analysis | Crosseferences | Stings | Browser | Graph | Misc
~Address representation Display disassembluihe
|| Function offsets /| Line prefixes
V| Include segment addresses || Stack pointer
/| Use segment names V| Comments
e e e 'V Repeatable comments "
~Display disassembly lines | Auto comments
Ermpty lines || Bad instruction <BAD>» marks
|| Borders between data/code :
|| Basic block boundaries Number of opcode bytes B
Source line numbers
s T R A E e p ey Instructions indention 0
Line prefix example: seg000:0FE4 s skl 24
Low suspiciousness limit  0x00401000 Right margin 40
High suspiciousness limit "n;ﬁciaiﬁeié_is__ Spaces for tabulation _B___
|
[ ok | [ cancel | [ Hep
— — )
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Better Graph Mode Display

00401040

00401040

00401040 ; Attributes: bp-based frame
00401040

00401040 ; int _ cdecl main(int argc,const char »»argu,const char xenup)
00401040 _main proc near

00401040

00401040 var_ 4= dword ptr -4
00401040 argc= dword ptr 8

00401040 argu= dword ptr OCh
00401040 enuvp= dword ptr 10h
00401040

00401040 55 push ebp

00401041 8B EC mov ebp, esp

00401043 51 push ecx

00401044 E8 B7 FF FF FF call sub_401000

00401049 89 45 FC mov [ebp+var_ 4], eax
0040104C 83 7D FC 00 cnp [ebprvar 4], 0O
00401050 75 04 jnz short loc_ 401056

Malware Analysis Dr. Qasem Abu Al-Haija 1



Graph Mode: Notes

+ The color and direction of the arrows help show
the program’s flow during analysis.

+ The arrow'’s color tells you whether the path is
based on a particular decision having been made:
- red if a conditional jump is not taken,
- green if the jump is taken, and

- blue for an unconditional jump.

+ The arrow direction shows the program’s flow;
- upward arrows typically denote a loop situation.
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31‘ IDA - C:\fxw\CAP4145\Practical Malware Analysis Labs\BinaryCollection\Chapter_1L\Lab01-04.exe
File Edit Jump Search View Debugger Options Windows Help

= q‘ - = Open subviews ’ v 12380 v 5,“ -4 x BEM L=
= .ﬁ Graphs » .
@@I¢‘ Toolbars » gh%"‘@|"-r ‘EB' ] -g.
B en|| 2% o8 B @ Cacultor.. se) 5 MK imi~ §| ¢ 3 %% Wk & AFAE
| E] & ‘ ﬂ 'E % Print segment registers  Ctrl+Space
‘ vl 1 Printinternal flags F

| " Stings | B Stuctures | En Enums|

nhide MNum +

\ =] IDAViewd | 5] Hex :Hide N - s | | Functions

e e ————————— N
E IDA View-A = Hide all Graph overview % [] Names window ™ =3
i Unhide al i N ~
% Delete hidden area ased frame U=
o ; F _main =
Setup hidden items int argc,col L _ alloca_probe
_main proc near ' L stat
F _XcptFilter
var_145C= dword ptr -145Ch F init::alm
ExistingFileName= byte ptr -14 L~ setdefautprecisi
NewFileName= byte ptr -1348h —SEIEEEEEasan
var 1238= dword ptr -1238h F nullsub_1
var_1234= dword ptr -1234h L __except_handler3 =
var_1230= dword ptr -1230h 8 T 1 >
var_122C= dword ptr -122Ch -
var_1228= dword ptr -1228h Line 1 of 60
duwProcessId= dword ptr -1224h 1 : . e
Buffer= byte ptr -224h Strings window IL”EHE‘
var_114= dword ptr -114h Address Length T.. Sting #
var_116= duord ptr -110h " rdata:0..  0000000C C CloseHarn —
push ebp w2 rdata:0..  000000OC C OpenProc
mov ebp, esp w. rdata:0.. 00000012 C GetCurren
mov eax, 145Ch w2 rdata:0.. 00000013 C CreateRer
call __alloca_probe w.t rdata:0.. 000000OF  C GetProcis
push  edi o data0. 00000000 € LoadLibra
moy g‘-‘:l’*":r-“:]; B 110 o datx0. 00000008 C  WinExec
mov  Dyte prv [ebptvar_116] 0 idatal.. 0000000A C  ‘WiteFie o
’ S s _ -
Xor eax, eax < ‘ >
100.00% (-325,-11)  (768,392) 00001350 00401350: _main
Compiling file 'C:“\Program Files\IDA Free\idc\ida.idc'... -~

Executing function ‘main'...

Compiling file 'C:“\Program Files\IDA Free\idc\onload.idc'...
Executing function 'OnLoad'...

IDA 15 analysing the input file...

You may start to explore the input file right now.

Using FLIRT signature: Microsoft visualC 2-8/net runtime
Propagating type information...

Function argument information is propagated

The initial i

3

Al idle Down  Disk: 120GB

+4 Start & IDA - CF 414, &% 0 % 10:41 aM
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Arrow Color Example

804B164C 83 7D FC 08 cnp [ebpsvar 4], 8
00401050 75 B4 jnz short loc_491056

ol 00401056
80401056
AOLA1AS6 BR O1 00 00 8o

|

00401052 33 GO xor eax, eax
06401054 EB 65 jmp short loc_ 40105B

08401058
00401058 loc_491058B:

Malware Analysis Dr. Qasem Abu Al-Haija 14



Highlighting

- Highlighting text in graph mode highlights every
instance of that text

00401040

00401040

00461040 ; Attributes: bp-based frame
00401040

004010480 ; int _ cdecl main(int argc,const char =*xargu,const char =enup)
00401040 _main proc near

00401040

00LB1040 var_h4= dword ptr -4

00401040 argc= dword ptr 8

00401040 argu= dword ptr OCh
00401040 envp= dword ptr 10h
00401040

00401040 55 push ebjp

00401041 8B EC mov ebp, esp

00401043 51 push ecx

00401044 E8 B7 FF FF FF call sub_401000

00401049 B9 45 FC mov [ebprvar 4], eax
0040104C 83 7D FC 00 cmp [ebp+var 4], O
00401050 75 04 inz short loc_A401056
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Text Mode Interface

- Text Mode - the traditional view
- Use it to view data regions of a binary

Arrows

Solid = Unconditional
Dashed = Conditional
Up = Loop

Text Mode

Comment
Generated by

IDA Pro

Section

tddress
* .text:004501015 jz short loc_40102B
* .text:00a0107 push offset asSuccessinterne : “"Success: Internet Connectionn'
* .text:0040101C call Sub_40105F
¢ .text:00401021 add esp, 4
* .text:00401024 nov eax, 1
* .text:00481029 jmp short loc_ 481834

.text 00501028 ;

.text:00401028

text:00401028B loc _40102B: s+ CODE XREF: sun_umuuunstj
* .text:0050102B push offset aError1_1Nolnte ; “Error 1.1: No Internet\n*
* .text:004501030 call sub_48165F
* .text:00581835 add esp, 4
* .textL:00401038 xXor eax, eax

~textz00401038

-Text:-0040103A loc _40103A: ; CODE XREF: sub_401000+29Tj
* .text:0040103A nov esp, ebp
* .text:0040183C pop ebp




Text Mode: Notes

-+ The left portion of the text-mode display is known
as the arrows window and shows the program’s

nonlinear flow.

- Solid lines mark unconditional jumps
- Dashed lines mark conditional jumps

- Arrows facing up indicate a loop

- A comment (beginning with a semicolon) that IDA

Pro automatically added

Malware Analysis Dr. Qasem Abu Al-Haija 17



Options,

General

IDA Options

e |

Disassembly | Analysis | Cross-references | Stiings | Browser | Graph | Misc ‘

—Address representation

| Function offsets
Include segment addresses
Use segment names

—Display disassembly lines
Empty lines
Borders between data/code |
| Basic block boundaries |
Source line numbers

~Digplay disassembly line parts
V| Line prefizes

|| Stack pointer
V| Comments

V| Repeatable com
V| Auto comments
|| Bad instruction <BAD> marks

Number of opcode bytes 0

mV-

Instructions indention 16
Line prefix example: seq000:0FE4 e 40
Low suspiciousness limit 0<00401000 Right margin 70
High suspiciousness limit 0:00404E43 Spaces for tabulation 8
Dr. Qasem Abu Al-Haija OK ] [ Cancel ] [ Help
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Adds Comments to Each Instruction

L

text:00401015
text:00u01017
text:o0u0101C
text:00401021
text:00401024
text:00401029
.text:00401028
text:00401028
text: 90401028
text:00401028
text:00401030
text: 00401035
text:00401038
.text:0040103A
text: 00401030
text: 00401030
text:o0n0103C

loc_40102B:

loc_&O103A:

push
call
add
xor

mov
pop

short loc_408102B ; Jump if Zero (2F-1)

offset aSuccessinterne ; "Success:
s Call Procedure

sub_40105F
esp, &
eax, 1

short loc_48103a ;

; CODE XREF: sub_401000+15T1j

; RAdd

Internet

Connection\n™

offset aError1_1Nolnte ; “Error 1.1: Ho Interneti\n”
; Call Procedure

sub_40105F
esp, A
fax, eax

esp, ebp
ebp

; Add

; Logical Exclusive OR

; CODE XREF: sub 401000+29T

Malware Analysis

Dr. Qasem Abu Al-Haija
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Useful Windows for
Analysis



Functions window

-+ Shows every function, its length, and flags.

+ The most useful flag is L: indicates library functions.

The L flag can save you time during analysis because you
can identify and skip these compiler-generated functions.

- Sortable: Large functions usually more important

o£

"@] Functions window E=8fC g
v  Function name Segment Start Length RiF LIS 1B T |=

by #]| CheckWindowsGenuineStatus() text 010031F3 0000007C R B

\E ControlB ackgroundBrushinfo:: "scalar deleting ... text R Bk

\@ CreateDecoderFromResource(WIClmagingF...  .text 0101FBS0 00000097 R B T

Malware Analysis Dr. Qasem Abu Al-Haija 21



Names window

- Lists every address with a name, including:

- Functions, named code, named data, and strings.

N Names window | — || (=) "&]
Mame Address B . .
F _main 00401040 |
|| L start 00401090 P =
L __amsg_exit 0040116F '
L _fast_eror_exit 00401194
L __stbuf 00401188 |
[ L __ftbuf 00401245 |
L _write_char 00401420 |
L _write_multi_char 00401455 - |
Line 197 of 233
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Strings window

+ Shows all strings.

- Default: shows only ASCII strings longer than five characters.

- You can change this: by right-clicking in Strings window = Setup.

f

“."" Strings window

Address Length Type Sting

" rdata:0...  0000000F L. GetStringT ypeW

“."rdata:0... 00000OOD  C SetstdHandle

. rdata0.. 000000OC C CloseHandle

. rdata:0.. 000000OD C KERNEL32.dl

" data:00.. 00000018 C Error 1.1: No Internetin

""" .data:00... 00000DOTE L. Success: Internet Connectionin
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Imports & Exports

- Imports window
- Lists all imports for a file.

- This window is useful when you’re analyzing EXE.

-+ Exports window

- Lists all the exported functions for a file.

- This window is useful when you’re analyzing DLLs.

r h A

Bmpos  EEE| | B e

Address Ordinal  Name Library o | T foiiisees Ordinal

[5%004050.&0 GetStingT yped KERNEL32 | &

B 00406044 GetStingT ypeWw KERNEL32 oA stat el

El% 00406048 SetStdHandle KERNEL32

Ei% 00406080 IntemetGetConnectedState WININET B

Linel of EL{"_&Z[JJ;F;K&Z@;{S""""_'"'"_'"'“5?._5;;;}]16[1&[-?4aalia




R Xx|uw
oeRoenae ; Ins/Del
0ODOBOOR ; D/A/Se
00008000 ; N
oee0enae ; v g
geposooe ; [oo0O0R10
soRoenee ; [ DODORIME
Ienaenae ; [ean0aDDN
uenoRRee ; [oeROSRON
senoR0ee ; [000DRDDL
fsnoenne ; [0000000N
10000000 ; [00RO0N3N
oeROBROe ; [0O00RDON
1000R00e ; [00D0RDON
fenaenae ; [oeD0eR3R
seposooe ; [oPDOOB1E
tenoenae ; [ee00R01N
NeRORNEe ; [00NORR1H
genoeoae ; [espoRRaC
genoenee ; [oeooen1e
‘|

BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.
BYTES.

Structures window

~ Lists the layout of all active data structures.
Hover to see a yellow pop-up window

structure
structure
structure
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED
COLLAPSED

: create/delete structure
: create
i renans
: delete

mnenber (datafasciifarray)

or structure menber

nenber

STRUCT 11D. PRESS KEYPAD "+ 10 EXPAND )

STRUCT CPPEM_RECORD. PRESS KEYPAD “+ TD EXPAND)

s'..c' '.us“"r T AR Nl s PO EAT T ALNAT ARETHNT LREAT B IC R ARONS LT
STRUCT _PROPSHEE
STRUCT _PROPSHEL
STRUCT _PROFPSNES

MRreeT SranaAR &=, s TH FYRAaLes Y

0000008 CPPEN_RECORD struc ; (sizeof-Ux18, standard type)

00000008 old eip da 7
STRUCT | prOPene, 99000008 exc ptr e : offset
- 00000008 prev er e ! offset

STRUCT ~PROPSHEL .
0000000C handler e : offset

STRUCT PROPSHEE) y
00000018 st ptr e ! offset

STRUCT SYSTEMTINoooneeth disabled e

STRUCT tagDRAVTI

STRUCT DOCIMF OV . s evwwwevvrew Ty ey v

T
STRUCT taglEXTMETRICW. PRESS KEYPAD "+ TO EXPAND )
STRUCT _SYSTEMTIME. PRESS KEYPAD "+ TO EXPAMD)

Malware Analysis

2 _PROPSHEETHEADERW: $2C028056AB9007 CB2840031 BAS] B8T73:0000
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Cross-References and Links

Cross-
Reference

‘Eﬂ Functions window

Function name Segment Start v Length
"ﬂ} __except_handlerd Stext 01009D73 00000025
R’ RegwWiiteStingl(x,x 1) 01004788 00000024

h :
7| __chkstk text 010027F0 00000028
¢ DO u b le - "jﬂ _LegacyFileDialogToHR(x) text 010077F3 000D002B
C l.i C k ‘fﬂ ProcessSetup0ption(x) text 010025EF 0000002D
7] CreateFilter(x,x) text 010026D5  0O0OD00ZE
fu N Ct] on Wi SianalCammDIAF rrad) best MNN432R  NNNNNN2F
< | i
Line 50 of 161
e Jump to
code in . . :
other Links are function names, locations, and offsets.
. Clicking a link and pressing [x] (key x) allows you to see
VIEWS everywhere that link is referenced and jump around
@IHQ(V‘W-A [_—“_lg
ftext:0100474080 FF C9 C2 064 90 908 98 98 866 60 00 00 BA OB 00 B0 LLL-..-,-.
.ftext:01004750 87 8606 866 060 BB 6B 88 86 50 FF D6 E9 DB D2 FF FF L . - P *f=-
fext:01084760 50 FF D6 E9 D5 D2 FF FF 6F B7 16 66 85 D2 OF 84 P +T+— _+TF3|— .a
.text:01004770 8A 00 00 00 3B FB OF 83 82 00 00 00 66 89 10 48 e. Urae” fej@
.text:01004780 40 46 46 47 EB E2 90 90 90 90 90 {E7 55 8B EC @FFGdGLLLLL.UlS
fext:01004790 FF 75 10 FF 15 10 11 866 ©1 8D 44 90 V2 590 FF 75 u4 §+< iD. <P u ]
.text:010047A0 10 6A O61 6A B0 FF 75 BC FF 75 ©8 FF 15 00 10 80 4j j. .!’?‘,'.Ju §.+.
text 019814?80 81 5D C2 6C 60 90 9090 980 98 99 8B FF 55 8B EC 8B ] %. [[[[11 U181



Function Call

- Parameters pushed onto the stack

+ CALL to start the function

01004788

B1004788

M1004788 ; Attributes: bp-based franme

01004788

01004788 ; int _ stdcall RegWriteString(HKEY hKey,LPCWSTR lpUValueName ,BYTE =1pData)
01004788 _RegWriteString@12 proc near

01004788

01004788 hKey= dword ptr 8

B1004788 IpValueName= dword ptr OCh

01004788 Ipbata= dword ptr 10h

01004788

hwou?sa 88 FF nov edi, edi

01004780 55 push ebp

0100478E 8B EC nov ebp, esp

01004790 FF 75 10 push [ebp+lpData] ; 1pString
01004793 FF 15 10 1 91 call ds: imp 1strilent@y ; 1strlenW(x)

0.00% (-30,-41) (788342) 00003B8B  0100478B: RegWriteString(xxx)
Malware Analysis Dr. Qasem Abu Al-Haija 27



Returning to the Default View

- Windows, Reset Desktop

- Restores GUI elements to their defaults

- Windows, Save Desktop

- To save a new view

Malware Analysis Dr. Qasem Abu Al-Haija
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IDA Pro -
Navigation
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Imports or Strings

+ Double-click any entry to display it in the
disassembly window

=
) IDA View-A o/l @
Ltext:MOBATTY jb short near ptr loc_100A70F+1
*oLtext:0100A7TE add gs:[eax], al r
*Ltext:0M00A77E retf © * Strings window d
LAext:000A7T7E
* text:D10DA7TH db ? Addess Lm Im Shm
Ltext:0100A780 aMeapalloc db ‘HeapAlloc',0 “ et 01 00O0000C c T estUrscode
* Ltext:0MBBATERA dw 24N .
st 01 . 0000001 iceH and
" Ltext:000A/EC aGetprocessheap db ‘GetProcessHeap® ,0 ::31 (l‘l:l:m!i E EbnSu oC
* Ltext:(M0BA7YE align & N NIYen
* L text:O100A79C ab BECh ; 8 C
* text:0100A79D db 1, &7h, 65h C
*Ltext:mopasan atfileinformati db ‘tFilelnformationByHandle' 0 st 01 . DOOOODOF C GetProcessHeap
* . text:0100A789 align 2 “det 01 . 00000019 C IF delricemahong

Malware Analysis Dr. Qasem Abu Al-Haija 30



window to display that location

Using Links

- Double-click any address in the disassembly

2] IDA View-A !
" oLtext:o10047a1 push 1 ; duType
foLtext: M O047A3 push " ; Reserved
" Ltextip10047A5 push [ebp+lpValueName] ; 1pValueNane
" oL.text:010047A8 push [ebpehKey] ; hKey
fLrext:0100470B call ds: * ReqSetValueExW(x, X, X, X, X ,Xx)
" o.text: 01004781 pop ebp
"o.text:o10047B2 retn och
Ltext:010047B2 RegWriteString@12 endp
Ldtext: 0004782
Paulk - BADDLTIDD -

Malware Analysis

Dr. Qasem Abu Al-Haija
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Using Links
Forward and Back buttons work like a Web

+ browser

Q IDA - C\Windows\System32\notepad.ex
File Edit Jump Search View Debuc

T CGEDITYY

Malware Analysis Dr. Qasem Abu Al-Haija 32



Cross-References and Links

- Links are function names, locations, and offsets

- Clicking a link and pressing [x] (key x) allows
you to see everywhere that link is referenced
and jump around

i] DA View-A

ext:0DsD1aL0 7 - \
ext: 00501440 ; vernrerrsod 1] wrefs to_main Lo | e )
ext:00h01440

ext 00401440 Duech Addiets o

ext:0ON01AND ; int _cdecl nd | | T
ext: 00801440 main
ext: 0001440

ext: 00401440 var AN
ext: 00801440 var A

ext:0on01440 var_3C
ext: 0001440 var 38
ext:00a01440 var_3h
ext:0Dad14a0 var 30 OK Cancel Help Search
ext: 0001450 var 2C
ext: 00401440 var 28 Line 1 of 1

ext 0001440 var_24 -

ext: 0001440 var_ 20 = dword ptr -20h

® % 8 8 & % 8 8 ® 8 8 8 B & 8 8
TR
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Common types of links

Sub (subroutine) links are links to the start of functions
such as printf and sub_4010AO.

Loc (location) links are links to jump destinations such as
loc_40107E and loc_401097.

Offset links are links to an offset in memory.

00401075
00401077
0040107E
0040107E
00401082
00401084
00401087
0040108B
00401092
00401097

jnz
mov

loc_40107E:

cmp
jnz
mov
mov
mov

call
call

short @loc 40107E
[ebp+var 10], 1
; CODE XREF: ©@@®sub 401040+35]j
[ebp+var C], O
short @loc 401097
eax, [ebp+var 4]
[esp+18h+var 14], eax
[esp+18h+var 18], offset @aPrintNumberD ; "Print Number= %d\n"

Oprintf
Osub 4010A0

Malware Analysis
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Navigation Band

Color-coded linear view of the loaded binary’s address space
- Light blue is library code (recognized by FLIRT signatures)
- Red is compiler-generated code
- Dark blue is user-written code
- Pink is for imports
- Gray is for defined data
- Brown is for undefined data

You should perform malware analysis in the dark-blue region.

[ @ DA - CAWindows\System32\notepad.exe B=E™)
File Edit Search View Debugger Options Windows Help
= v v y B A B 7 |[Ten v|_imp_RegSe v | agmloss
ERR, /8 2 N[ @7 JmE| @e
R En v = N N |
SRR
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E“ IDA - C:\xw\CAP4145\Practical Malware Analysis Labs\BinaryCollection\Chapter_1L\L.ab01-04.idb (Lab01-04.exe)

File Edit Jump Search View Debugger Options ‘Windows Help

IR L Y IR v v 4| =% x||2em o=
EERIERERIEEYY P4 BE@m Ny ST [ & 36

4

(Boen| Mg v =« NX - H-w SHKm~F = 3% W 2&YARE
EERIELIYINEY . .
1 N s — Navigation Band

(%] HexView- | 3B Exports | En Imports | N Names | ™) Functions | “-* Sings | R Stuctures | En Enums|

I

\ |Z] DA View-a

* .data:080403138 dword_ 483138 [{] : : start+55Ty e
* .data:08040313C dword_48313C dd 0 ; DATA XREF: start+u7tr B .
* _data:86403140 dword 403148 dd 0 : DATA XREF: start+33tuw —fman =
* _data:00403144 dword 403144  dd © : DATA XREF: start+3atuw —allaca_probe
* _data:00403148 dword 403148 dd © ; DATA XREF: start+64tu start
* .data:ee40314C | align 1086h _XcptFilter
.data:00408314C _data ends ' _initterm
-data:0040314C © || __setdefaultprecision
.data:06408314C . nullsub_1
.data:0040314C end start
__except_handler3 o
. -
1 of 60
Strings window M =8
ddress Length T.. Sking &
L adata:0..  00000OOOC C ClaseHaru
rdata:0... 0000000C C OpenProc
odata:0.. 00000012 C GetCurren
adata:0.. 00000013 C CreateRer
data:0..  000D00OOF [ GetProcA
.rdata:0...  0000000D C LoadLibra
sdata:0.. 00000008 C WinExec
g <0 0 C v [
< | g~ >
0000314C 0040314C: .data:0040314C

262144 32 8192 allocating memory for name pointers... r

589824 total memory allocated

Loading IDP module C:\Program Files\IDA Free\procshypc.w32 for processor metapc...0K
Loading type libraries...

Autoanalysis subsystem has been initialized.

Database for file 'Lab0l-04.exe' is loaded.

Compiling file 'C:“\Program Files“IDA Free\idchida.idc'...

Executing function 'main'...

aU: idle Down  Disk: 120GB

‘4 Start B’ Help A - » < 11:16 AM




Jump to Location

+ The [g] key lets you jump to a specific
address or named location

- ex. sub_401730 or printf

Jump to address SR —

Jump address 0x1100000

[ LCancel ‘

Malware Analysis Dr. Qasem Abu Al-Haija
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Searching

+ You can also use the search option in the
toolbar

- Search — Next Code e e
next data Ctrl+D
- Search — Text next explored Crl+ A
: next unexplored Ctrl+U
- Searc nl — Sequence Of Bgtes mimmediateualue... Alts]

] ﬁ next immediate value Ctri+l

(i tedt... Alt+T
R et ted Ctrl+ T
. %! sequence of bytes... Alt+B
ﬂ next sequence of bytes  Ctrl+B
not function Alt+U |
next void Ctrl+V |
error operand Ctri+F

all void operands
all error operands

1 Search direction
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Using Cross-
References
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Using Cross-References (xref)

- xref in IDA Pro can tell you

- where a function is called or

- where a string is used.

- If you identify a useful function and want to
know the parameters with which it is called,

- you can use xref to navigate quickly to the location
where the parameters are placed on the stack.

- Interesting graphs can also be generated based on
xref, which are helpful for performing analysis.
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Code Cross-References

XREF comment shows where this function is called
But it only shows a couple of XREF by default.

Click function name and press X

text: 0BT L4D
EREZODARINAD (LI iiiiiiiai SUBROUT I RHE oo iR iRiaanatnanntnnnanianinannanis
text:0DaB1540
Jtext:00a01ha0
LLexb: 00501440 ; int _ cdecl main(int argc,const char =s=argu.const char =enup)
Jtext :DBAM1IAAD main proc near ; CODE XREF: start+DE|p
text:0oh01ha0
text:DONE1RLD var b = dword ptr -hikh push offset unk_ki300D
Jtext:D0aB1a80 var MO = dword ptr -40h call inittern
.text :0ON01R40 var 30 = dword ptr -3Ch call ds:
Jtext:ROND1AL0 var 38 = dword ptr -38&h moy ecx, [ebprenvp]
Ltextz00a01440 var 34 = dword ptr -3ah ROy [eax], ecx
Jtext:B0s81840 var 30 = dword ptr -300 push [ebpeenup] : enup
text:DD4B1ALD var 2C = dword ptr -2Ch push [ebp+argu] » Argu
Ltext :0ONB1A4D var 28 = dword ptr -28h push (ebpeargc] ; argc
LAext:DOADIALED var 2h = dword ptr -24h call _main
Ltext:00a01a40 var 20 = dword ptr -2im add esp, 3oh
Ltext AN 1A40 var 1C = dword ptr -1Ch

. W ames o ik @ il .. - i - s saal aw b o EFTT S
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Code Cross-References

A code XREF at @ tells us that this function (sub_401000) is called from

inside the main function at offset Ox3 into the main function.

The code XREF for the jump at (2) tells us which jump takes us to this

location, which in this example corresponds to the location marked at (3)

00401000
00401000
00401001
00401003
00401003
00401008
0040100A
0040100C
00401011
00401016
00401019

sub_401000 proc near ; OCODE XREF: main+3p
push ebp
mov ebp, esp
loc_401003: ; ®CODE XREF: sub 401000+19]j
mov eax, 1
test eax, eax
jz short loc 40101B
push offset aloop ; Loop\n"
call printf
add esp, 4

Jjmp

short loc 401003 ©




Data Cross-References

Data Cross-References (XREF)

- Start with strings

- Double-click an interesting string

- Hover over DATA XREF to see where that string is used
- X shows all references

oodataipaEIeat ; char Mewd | leMase] | F__ sitenn

i Mol | | EMame db "C:velndoees sys e kerne13? 411" 0

align 1
Brn dwmrd NEIEFE il &1 P P4 i mow ecx, [espriSkhehinbject )
I dword WEIATS dd 323 34CH%! miy esl, d%:
I Byte SEINTE dbs ZEh push PLE : Bl jeck

aligm u call il

:oghar Existingf i leMame| | mOw i, [esprihhrvar &)
e ExistingFilemane @b "Labioy-@ 811" .0 puszh rdix ; il jrck
call (291

align & plish [ . s plaligrexises
L i char FileNans| | push ofFeet Hewkiledane @ jileri
PEC FileHame db °C:\WWindows ' Sustend 2 e push ofFset FxlstimgF i1 eHane | 110
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Data Cross-References

Data XREF is used to track how data is accessed within a binary.

- Data references can be associated with any byte of data thatis

referenced in code via a memory reference.

For example, you can see the data XREF to DWORD Ox7FO00001 at (1).

- The corresponding XREF tells us that this data is used in the function
located at 0x401020.

- The following line shows a data cross-reference for the string

<Hostname> <Port>.

0040C000 dword 40C000  dd 7F000001h ; ODATA XREF: sub 401020+14r
0040C004 aHostnamePort db '<Hostname> <Port>',0Ah,0 ; DATA XREF: sub 401000+30
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Analyzing
Functions
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Function and Argument Recognition

+ One powerful aspect of IDA Pro is its ability to:
- recognize functions,
- label them (name them), and
- break down local variables and parameters (name them).

- It's not always correct

=] IDA View-A

-text:BBLET1 DL
text:opua1040
LLext: 00401040 sub_ 4010450 proc near » CODE XREF: sub_4B10A0+88Lp
LdLextiopneong ; Sub Nm1eAB+BTLp ...
LdextoRua104D
Ltext: 0851040 arg 0 = dword ptr &
LLeXtIDBNETIOND arg b = dword ptr 8
-text-0B4@1080 arg B = dword ptr BCh
Ldtext 00401040

" Ltext:oBAB1DNG mov eax, [esp+arqg k)

Yo text:DBLB1 DL push esl

" oLtext:oeye1ous mo v esi, [esp+hrarg_0)

oL.textzoBuDT1ONY push eax
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Function and Argument Recognition

00401020 ; =============== SUB RO UT I N E================
P 00401020
IDA pro Sags thls ISan 00401020 ; Attributes: ebp-based frame @
00401020
EBp—based Stack frame 00401020 function proc near ;  CODE XREF:
00401020
. . 00401020 var C = dword ptr -0Ch @
U.SQd in the fU.nCthI'l. 00401020 var_8 = dword ptr -8
00401020 var 4 = dword ptr -4
00401020 arg 0 = dword ptr 8
00401020 arg 4 = dword ptr O0Ch
00401020
. 00401020 push ebp
This means the local 00401021 mov  ebp, esp
00401023 sub esp, 0Ch
H 00401026 mov [ebp+var 8], 5
variables and parameters .00 wov  [ebprvar C, 3 ©
. . 00401034 mov eax, [ebp+var 8]
will be referenced via the v odd - eax, 2h
0040103A mov [ebp+arg 0], eax
. 0040103D cmp [ebp+arg 0], 64h
EBP rengter throughOUt 00401041 jnz  short loc_40104B
00401043 mov ecx, [ebp+arg 4]
H 00401046 mov [ebp+var 4], ecx
the function. oo shont Lo oot
0040104B loc_40104B: ;  CODE XREF:
0040104B call  sub_401000
00401050 loc_401050: ;  CODE XREF
00401050 mov eax, [ebp+arg 4]
00401053 mov esp, ebp
00401055 pop ebp
00401056 retn
00401056 function endp

~main+1Cp

function+21j

: function+29j

Malware Analysis
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Listing 5-4: Function and stack example



Local Variables and Argument Recognition

- IDA Pro has successfully discovered all local

variables and parameters in this function.

- It has labeled:

- Local variables with the prefix var_ and suffix

corresponding to their offset relative to EBP

- parameters with the prefix arg_, and suffix

corresponding to their offset relative to EBP
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Using Graph
Options
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Graphing Options

-+ IDA Pro can generate other graphs
- Flow chart of the current function
- Function calls for the entire program
- Xrefs to/from a currently selected xref
- User- speaﬂed xref graphs

——
0[‘3-’-'( Jsers' student\Desktop\ 126\ PractcalMalwareAnalyses- Labs\Prachcal Matware Analyss Labs\BinaryCollection\Chapter_1L\Lsb01-0Le G0 -
File Edt Jump Search View Debugger Options Windows Help
SH ~-~- HhAR 1 |[Tea - - B3N L=

25e/E@ /8 LA eT - -
Ben MEOE - e NX BN~ SHKm-F|: i @® Lu

B0

- (—— B 7% AL

View Debugger Options Windows Help

Open subviews * L wlloc 1020BF ~| &
7 TS 3. o chet 2
Toolbars » v Print flow chart labels
N sl #= Function calls  Ctrl+F12
T, Print segment registers  Ctrl+Space |\ Xrefs to
i Print internal flags F & Xrefs from
= Hide R & User xrefs chart...
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Graphing Options
These are "Legacy Graphs" and cannot be
manipulated with IDA

The first two seem obsolete
o Flow chart
= Create aflow chart of the current function

o Function calls
= Graph function calls for the entire program

View Debugger Options Windows Help

.

Open subviews bl v lloc 102DB3F = | &
& [T -5 Flow chart F12

Toolbars » | v Print flow chart labels
Calculator... Shift+/

_-_.'f:.'f:_ Function calls  Ctrl+F12
I@, Print segment registers  Ctrl+5pace N Xrefsto
{ Print internal flags F | &y Xrefs from

& % Userxrefs chart...
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Graphing Options

+ Xrefs to

o Graphs XREFs to get to selected XREF

o Can show all the paths that get to a function

View Debugger Options Windows Help

Open subviews * | wlloc 1020BF ~ | &
Toolbars 4 |.,.- Print flow chart labels
Calculator... Shift+/ | = TSRO FEEAFEE

#% Function calls  Ctrl+F12
IE, Print segment registers  Ctrl+5pace ¥ Xrefsto
1 Print internal flags F 4% Xrefs from

= Hide RS & User xrefs chart...
- I runcons T3 mngE T BT Y
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Windows Genuine Status in Calc.exe

M B -

LTI [Ty Y e = pe— A . g —_—

I.-u = v . . ““& 1R Tast = [ - i

Tae OB Y TILh .Y -i
Aen BET v-ao X W0 vSHNE~~-] ::
B2 e

* Jhewlt DI BT E call rhirs kb
S O e Twiw [T it wr Bt g o a-pill
T e D 0eer LES can, ehp
T -
L
OO DATDRTEW ey 0 o i o b L
— . — = — |
LODalia: ooyt g Foseries th ATE ey vyl
ke bR e 5 Tl 5 A'renly Tyes
i iRsd - g gl Feowmities fo alresly el
L. RE ] = LB o sl § AFesly Tyl
Ly olebid- porigulgata i Fosciiss ta alfrsady typed
LoErE I DT ¢ o5 FeniTion 15 Aironly Typed
TN 1a8n & el \TPRrEE B 1L P S
i feiml metonsl gl Bt Fasipnea
wurgl e Pl lad

e I .
[t O R Tur el f 08 FR1 1o

A DA - &
Jewl BERIE Y
Sl eI . u i
JrEwl eI e
ME i el L Al Tiriidwis
Jhewt o EERIER
JEEl ciaaeey | B a1 | Dl A} ileienin; Edden | i L | alwi | )
Peal D1 00% 1% Checiliadivilianine il sbwill prad e = D
e iet sl 210

JrEt IFEETIEY war 1088 = fumrd plr - 1704A
SRl CIBERTET war 1006 - 12
Joewl DR E® v 1798 - 1 P
et (R war 100N - 1 s
Hewl IR war & - N
Ll i

B oteet al L Al L ol . 4

* Jbealt D AEEEE praife T

© sbEwl DFIRETINE i by, rip

e £ e Ll T v wan, 13FE
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Dr. Qasem Abu Al-Haija

53



o Graphs XREFs from

Graphing Options

Xrefs from

selected XREF

o Can shouw all the

View Debugger Options Windows Help

Open subviews » I wllc 1020BF v | &
7 [Er ) 5. Fow chart F12

Toolbars Piiu Print flow chart labels
Calculator... Shift+/ |

 #4% Function calls  Ctrl+F12
% Print segment registers  Ctrl+5pace ,W Krefs to

. i1 Print internal flags F |;ﬁ Xrefs from
pathS that QXIt from = Hide TR 'gﬁ User xrefs chart...
. i T UNCTONS TSNS TR Y
a function
rﬂﬁr&mlﬂ.'lf-mbwn_[h-jﬁ o0 T )

Fie YWies Ioom MNowe Hep
& e %+ L RS

—— iy —
— + 8 -
I # - —
L o —

0
| IEETS 0.5
L

5 rrhli:?l.m?'nhrl:. ."-:"I:IL:II'TI.
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Graphing Options
User xrefs chart...

= Customize graph's recursive depth, symbols
used, to or from symbol, etc.

* The only way to modify legacy graphs

View Debugger Options Windows Help

Open subviews 1 wlloc 102DB¥F ~ | &
oo [
Toolbars b!|v Print flow chart labels

Calculator... Shift+/

,":."f. Function calls  Ctrl+F12
% Print segment registers  Ctrl+5pace W Xrefs to

i Printinternal flags F | Xrefs from
= Hide TR B User xrefs chart...
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Using Graphing Options

Button Function Description

2 Creates a flow chart Users will prefer to use the interactive graph mode of the
of the current function disassembly window but may use this button at times to see
an alternate graph view. (We'll use this option to graph code

in Chapter 6.)

@ Graphs function calls  Use this to gain a quick understanding of the hierarchy of

for the entire program function calls made within a program, as shown in Figure 5-8.
To dig deeper, use WinGraph32’'s zoom feature. You will
find that graphs of large statically linked executables can
become so cluttered that the graph is unusable.

T Graphs the cross- This is useful for seeing how to reach a certain identifier. It's
references to get to a also useful for functions, because it can help you see the
currently selected different paths that a program can take to reach a particular
cross-reference function.

Button Function Description

R Graphs the cross- This is a useful way to see a series of function calls. For
references from the example, Figure 5-9 displays this type of graph for a single
currently selected function. Notice how sub_4011f0 calls sub_401110, which then
symbol calls gethostbyname. This view can quickly tell you what a

function does and what the functions do underneath it. This is
the easiest way to get a quick overview of the function.

.'ﬂﬂ, Graphs a user- Use this option to build a custom graph. You can specify the
specified cross- graph’s recursive depth, the symbols used, the to or from
reference graph symbol, and the types of nodes to exclude from the graph.

This is the only way to modify graphs generated by IDA Pro
for display in WinGraph32.

Malware Analysis Dr. Qasem Abu Al-Haija 56



Enhancing
Disassembly



Warning

- There's no Undo, so if you make changes

and mess them up, you may be sorry

- But you manually change it back
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Renaming Locations

+ Renaming functions & variables by pressing key [n]

- sub_401000 or arg_4 don’t tell you much

- Rename them to something more useful!

- Example: You can change a name like sub_401000 to
ReverseBackdoorThread

- Change it in one place; IDA will change it everywhere else
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Renaming Locations

Table 6-2. Function Operand Manipulation

Malware Analysis
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Without renamed arguments With renamed arguments
004013CEB mov  eax, [ebp+arg_4] 004013C8 mov  eax, [ebp+port_str]
004013CE push eax 004813CB push eax
004813CC call _atoi 084013CC call _atoi
00401301 add esp, 4 00481301 add esp, 4
00401304 mov [ebp+var_598], ax 00481304 mov  [ebp+port], ax
0B4013DB movzx ecx, [ebp+var_598] 004013DB movzx ecx, [ebp+port]
B04013E2 test ecx, ecx 804013E2 test ecx, ecx
BB4013E4 Jnz short loc_4013F8 004013E4 ]Jnz short loc_4013F8
B04813E6 push offset aError 004013E6 push offset aError
B04013ER call printf 004813EB call printf
004013F0 add esp, 4 004813F0 add esp, 4
004013F3 jmp loc_4016FB 004013F3 jmp  loc_40816FB
BO4013FB ; ---vccrccrnciiiaae OO4013FB ; ---cceccrcnniiaaans
004013FB 664013F8
004013FE loc_4013FB: 0B4813FE loc_4013FB:
B04013FB movzx edx, [ebp+var_598] 004813FB movzx edx, [ebp+port]
004013FF push edx 004813FF push edx
66401480 call ds:htons 064814680 call ds:htons




Comments

- You can add comments to lines too!
- Press the colon (:) to add a single comment

+ Press semicolon (;) to echo this comment to
all Xrefs
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Formatting Operands

Hexadecimal by default

Right-click to use other formats

- You can change the format of the data

- ex. Ox61 — ‘a’ — 97

- Hex: [h/q]

- decimal: [h] ; key [h] toggles hex and decimal

- char: [r]

- binary: [b]

Malware Analysis
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mov
push
mov
mov
call
mov
Xor
mov
push

edi, edi
ebp
ebp, esp
eax, 1326
chkstk | M Usestandard symbolic constant

eax, SE

eax, ﬁ %10 4896
[ebp+uar ! ¥g 114400

offset aSe %, 1001100100000b



Using Named Constants

-+ Makes Windows APl arguments clearer

Before S}'I’I’ID'D"G constants After SYI'I'IIJOHC constants

MoV esi, [esp+1Ch+argv] mov esi, [esp+1Ch+argv]

mov edx, [esi+4d] mov edx, [esi+4]

mov edi, ds:CreateFileA MoV edi, ds:CreateFileA

push B : hTemplateFile push NULL ;: hTemplateFile

push Boh : push  FILE_ATTRIBUTE_NORMAL :

dwFlagsAndAttributes dwFlagsAndAttributes

push 3 ; push OPEN_EXISTING ;

dwcreattonntspn51t1nn dwCreationDisposition

push o push NULL ;

lpSe:urltyAttrtbutes LpSecurityAttributes

push 1 ; dwShareMode push FILE_SHARE_READ : dwShareMode
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Using Named Constants

-+ Makes Windows APl arguments clearer

Before S}'I’I’ID'D"G constants After SYI'I'IIJOHC constants

MoV esi, [esp+1Ch+argv] mov esi, [esp+1Ch+argv]

mov edx, [esi+4d] mov edx, [esi+4]

mov edi, ds:CreateFileA MoV edi, ds:CreateFileA

push B : hTemplateFile push NULL ;: hTemplateFile

push Boh : push  FILE_ATTRIBUTE_NORMAL :

dwFlagsAndAttributes dwFlagsAndAttributes

push 3 ; push OPEN_EXISTING ;

dwcreattonntspn51t1nn dwCreationDisposition

push o push NULL ;

lpSe:urltyAttrtbutes LpSecurityAttributes

push 1 ; dwShareMode push FILE_SHARE_READ : dwShareMode
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Extending IDA with Plug-ins

-+ IDA Pro has plenty of plugins

- Interface by using the IDA API

IDC
IDAPython (not available in IDA Free)

- Some Useful Plugins:

Fentanyl - Patch Assembly in IDA
Hex-Rays Decompiler (Costs fat stacks of cash)
KANAL - Krypto Analyzer

www.openrce.org/downloads /browse/IDA_Scripts

IDA script to
decipher data from
HCU Millenium
strainer stage 1
(AESCUL.EXE)

This script deals with
Delphi RTTI
structures

This script exports
all functions to a lib
file

A small IDC script
hacked from
sprintf.idc to detect
format bugs
currently ...
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X-86 Assemble/Disassemble

+ Online x86 /7 x64 Assembler and Disassembler

- https://defuse.ca/online-x86-assembler.htm#disassembly

Online x86 / x64
Assembler and

Disassembler
- https://defuse.ca/online-x86-

assembler.htm#disassembly
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Enter your assembly code (intel syntax):

Architecture: * x86 xb‘

Assembly:

Raw Hex (zero bytes in bold):
B8010060066OC3

String Constant:
"\xB8\x01\x00\x00\x00\xC3"
Array Constant:

{ 0xB8, 0x01, 0x00, 0x00, 0x00, 0xC

Disassembly:

0:] b8 01 00 00 00 mov eax,0x1
5:1¢3 ret




Main Sources for these slides

Michael Sikorski and Andrew Honig, "Practical Malware
Analysis: The Hands-On Guide to Dissecting Malicious Software";
ISBN-10: 1593272901.

Xinwen Fu, “Introduction to Malware Analysis,” University of
Central Florida

Sam Bowne, “Practical Malware Analysis,” City College San
Francisco

Abhijit Mohanta and Anoop Saldanha, “Malware Analysis and
Detection Engineering: A Comprehensive Approach to Detect and
Analyze Modern Malware,” ISBN: 1484261925.
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