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Readings

1. Chapter 1. Basic Static Analysis
2. Notes:

- PracticalMalwareAnalysis-Labs.7z, an
encrypted 7-zip file containing the labs.

The password is “malware”.
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Static Analysis

Static analysis describes the process of analyzing
the code or structure of a program to determine its

function.
+ The program itself is not run at this time.

+ You’ll use several techniques to gather as much

information as possible
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Techniques
- Antivirus scanning

- Using antivirus tools to confirm maliciousness

- Hashes

- Using hashes to identify malware

- Afile’s strings, functions, and headers

- Gleaning information from a file’s strings, functions, & headers
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Antivirus Scanning
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Antivirus Scanning: Only a First Step

Good first step to analyze malware is to run it through antivirus programs.

Antivirus tools are certainly not perfect since they rely on:
- A database of identifiable pieces of known suspicious code (file signatures).

- Abehavioral pattern-matching analysis (heuristics) to identify suspect files.

Main Problems of Antivirus tools:
- Malware can easily change its signature and fool the antivirus.
- Rare malware is often undetected because it’s simply not in the database.

- Heuristics can be bypassed by new and unique malware.

Since various antivirus programs use different signatures and heuristics.
- it’s better to run several different antivirus programs against the suspected file.

- Example: VirusTotal website for scanning using several different antivirus programs.
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Antivirus Scanning: Only a First Step

VirusTotal allows you to upload a file for scanning by multiple antivirus engines.

- http://wwuw.virustotal.com

VirusTotal generates a report that provides:

- Total number of engines that mark the file as malicious,

- The malware name and other information about the malware.

VirusTotal is convenient, but using it may alert attackers that they’ve been caught
r"

S total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

Mo file selected Choose File

Maximum file size: G4MB
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Hashing

A fingerprint for malware
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Hashes

common method used to identify malware uniquely.
- Condenses a file of any size down to a fixed-length fingerprint.

- Produces a unique hash that identifies malware (fingerprint).

MD5 or SHA-1 (or SHA-2), most common in MA.
- Uniquely identifies a file well in practice
- Thereare MD5 collisions, but they are not common

- Collision: two different files with the same hash
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HashCalc

H| HashCalc

[rata Format; [ ata:
I File - | |CAzershstudent\Desktophp3.poap

F.ep Format; =Ty
[~ HMALC Text sting  +

W MD5 52583b5e2099d1 90046915181 fd7b29b
[ MD4
W GHaT 991 d4e200332ddEaasbadb 804079260911 63194
[ SHa2e56
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Hash Uses

Once you have a unique hash for a piece of

malware, you can use it as follows:

- Label a malware file

- Share the hash with other analysts to identify malware

- Search the hash online to see if someone else has

already identified the file
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Hashing: A Fingerprint for
Malware

- Some other tools:

- Command line: md5deep

C:\>md5deep c:\WINDOWS\system32\sol.exe
373e7a863a1a345c60edb9e20ec3231 c:\WINDOWS\system32\sol.exe

- GUI tools: WinMD5Free

Select a file to compute MD5 checksum (or drag and drop a file onto this window)

Browse ..

File Name and Size: n/a
Current file MD5 checksum value:

Original file MD5 checksum value (optional). It usually can be found from website or .md5 fily
its original md5 value to verify Verify
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Finding Strings
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Finding Strings
Any sequence of printable characters is a string.

- A program contains strings if it: Prints a message,

connects to a URL, or copies a file to a specific location.

Searching through the strings can be a simple way

to get hints about the functionality of a program.

- For example, if the program accesses a URL, you will see the

URL accessed stored as a string in the program.
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Finding Strings

+ Strings program (http://bit.ly/ic4plL) to search an

executable for strings
- Typically stored in either ASCII or Unicode format.

- Strings are terminated by a null (Ox0O0)

- ASCII characters are 8 bits long

- Now called ANSI

+ Unicode characters are 16 bits long

- Microsoft calls them "wide characters" 15
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Finding Strings

- Both ASCIl and Unicode formats store characters in

sequences that end with a NULL terminator.

- NULL terminator indicates that the string is complete.

+ASCII strings use 1 byte per character, and Unicode
uses 2 bytes per character.

- Figure 2-2 shows the string BAD stored as ASCII.

- Figure 2-3 shows the string BAD stored as Unicode.
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- ASCII

ASCI

B A D ENULI.Terminuior

(42 | 41 ] 44 | 00 |

Figure 2-2. ASCII representation of the string BAD

- UNICODE

B

Unicode

A D NULL Terminator

42 [ 00 | 41 ] 00 | 44 [ 00 | 00 | 00 |

=

Figure 2-3. Unicode representation of the string BAD

Malware Analysis
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How Strings Work

Strings is Native to Linux and also available for Windows.

When it searches an executable for ASCIl/Unicode strings:

- Itignores context and formatting
- Itanalyzes anyfile type and detects strings across an entire file.
- Finds all strings in a file 3 or more characters long.

- Every string should be followed by a string terminator.
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How Strings Work

Sometimes, the strings detected are not actual strings.
- Example: the byte sequence Ox56, 0x50, Ox33, OxOO0.
- It will be interpreted to VP3.

- But those bytes may be a mem address, CPU inst., or data.

- The user needs to filter out invalid strings.
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The strings Command: Example

Bold items can be ignored
GetLayout and SetLayout are Windows functions

GDI32.DLL
Is a
Dynamic
Link
Library

Malware Analysis

C:>strings bp6.ex_
VP3

Vi3

t5@

D54

99.124.22.1 f

e-@

GetLayout fl
GDI32.DLL B
SetLayout H

M}C

Mail system DLL is invalid.!Send Mail failed to
send message. B
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BinText

T C\Users\Administrator\AppData\Roaming | Microsoft\Windows\Start Menu 10| x|
Search | Fiter | Help |
File ta scan IE:HWindnws\SystemSE"thepad.e:-ce Erowse | Go

v Advanced view

Time taken : 0016 zecz

Test zize; 8165 bytes [F.97K]

File pos | Mem pos | | | Text | -
A 000000000040 0000071000040 ] IThiz program cannat be runin D05 mode. T
A 00000000onDaE  oodomoomba o0 temt
A 000000000200 Q00007 000200 0 .data
A 000000000228 Q00007000223 0 N
A 00000000024F Q00007 00024F 0 (i reloc
A 000000000ZEE  0OO0O1000ZES 0 ADVARE2 dI
A 0000000002FS 000001 0002F5 ] FERMELIZ dll
A 000000000302 0000071000302 ] GDIZZd
A 00000000030C 004001000300 ] USER3Z.dI
A 000000000317 00000700031 7 ] e, dil
A 000000000322 000007000322 0 COMDLG3Z.dI
A 00000000032F 000007 00032F 0 SHELL3Z dll
A 000000000338 000001000338 0 WIMSFOOL.DRY
A 000000000348 0000070003448 ] ale32 dl
A 000000000352 000001000352 ] SHLWARL A
A 00000000035E 0000071 00035E ] COMCTLIZ.d
A 000000000366 0000071000368 ] OLEAUT 32 dl
A 000000000378 000001000373 0 ntdll.dll ;I
Ready AN FO0 IIM: R Rs5: 0 Find | Save |

Malware Analysis
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Malware
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Packed and Obfuscated Programs

Malware writers often use packing or obfuscation to make
their files more difficult to detect or analyze.

Obfuscated programs:
- Ones whose execution the malware author has attempted to hide.

Packed programs:
- Malicious program is compressed (obfuscated) and cannot be analyzed.

Both techniques severely limit static malware analysis capabilities
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Packed and Obfuscated Programs

Legitimate programs almost always include many strings.
Malware that is packed or obfuscated contains very few strings.

If upon searching for a program with Strings:
- you find that it has only a few strings
- itis probably either obfuscated or packed
- Suggesting that it may be malicious.
- You’'ll likely need dynamic analysis to investigate further.

NOTE  Packed and obfuscated code will often include at least the functions LoadlLibrary and
GetProcAddress, which are used to load and gain access to additional functions.
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Packing Files

+ The code is compressed, like a Zip file
This makes the strings and instructions unreadable

All you'll see is the wrapper - small code that
unpacks the file when it is run

Start

Start -

Wrapper Program

Original Executable

(Strings and other Packed Executable
information visible)
(Strings and other
information not
visible)

Figure 1-4: The file on the left is the original executable, with all strings,
imports, and other information visible. On the right is a packed execut-
able. All of the packed file’s strings, imports, and other information are
compressed and invisible to most static analysis tools. 25
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Detecting Packers with PEiID

PEID used to detect the type of packer or compiler employed to build
an application, which makes analyzing the packed file much easier

File: | C:\malware\orig_af2.ex_

Entrypoint: QQDOEEAD
File Offset:  DOODS0AD

Linker Info: 6.0

Multi Scan Task Viewer

Qptions

First Bytes:

Subsystem:

PX 0.89.6 - 1.02 / 1.05 - 2,90 -> Marku@

EP Section: UPX1

About

=l
60,BE,15,A0 | >
bl

Win32 console

Exit

v Stay on top

][>

Figure 1-5: The PEiD program

NOTE  Development and support for PEID has been discontinued since April 2011, but it’s
still the best tool available for packer and compiler detection. In many cases, it will also

identify which packer was used to pack the file.



UPX packing program

d When a program is packed, you must unpack it in
order to be able to perform any analysis.

= Unpacking process is often complex (covered in Ch. 18).

d UPX packing program is so popular and easy to
use for unpacking.

= For example, to unpack malware packed with UPX,
download UPX (http://upx.sourceforge.net/ )

= Runitlike so, using the packed program as input:

upx -d PackedProgram.exe
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NOTE:

Many PEID plug-ins will run the malware executable without
warning! (See Next Chapter to learn how to set up a safe
environment for running malware.)

Also, like all programs, especially those used for malware
analysis, PEID can be subject to vulnerabilities. For example,
PEID version 0.92 contained a buffer overflow that allowed
an attacker to execute arbitrary code.

This would have allowed a clever malware writer to write a
program to exploit the malware analyst’s machine. Be sure to

use the latest version of PEID.
Malware Analysis Qasem Abu Al-Haija 28
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Portable Executable File Format

All previous tools scan executables regardless of their format.

- But file format can reveal much about the program’s functionality.

PE used by Windows executable files, object code, and DLLs

PE is a data structure that contains the information necessary
for Windows to load thefile.

- Almost every file executed on Windows is in PE format.
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What is PE File Format?

Used by Win 32-bit /64-bit Oss for executables.

- DLLs, COM files, .NET executables, .FON Font files, ... etc.

Info. for Win. OS loader to manage wrapped executable code.

- COFF(Common Object File Format) was used in Win NT before PE.

The different extensions used to recognize that file format is:

- .cpl, .dll, .drv, .efi, .exe, .0cx, .scr, .sys.
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PE Header

- PE files begin with a header that includes:
- Information about the code
- Type of application
- Required library functions
- Space requirements

+ The information in the PE header is of great
value to the malware analyst.
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LordPE Demo

-
%) [ LordPE Deluxe ] by yoda EET
Fath ' FID ImageBase | ImageSize | - PE Editar
E o husershstudentsappdatatlocaloooglehchro..  00000F44 QOFFa0o0 QooC 4000 Break & Enter
E chuzershstudenthappdatahlocalgooglehchro. . 00000854 QOFFOO00 00C 4000 e
& chusershstudenthappdatatlocaltgoogletchro,. 00000242 OOFFOOO0  000D4000 -
E_" o hugershetudents appdatatlocalgoogletchro.,.,  DO0Q0E 7O QOFFO000 Q0004000 Urzplit
E chuzershstudenthappdatablocalbgooglehchro. . 00000033 QOEEONON nnnCannn [ —
|| chvwindowshapstem 32hnotepad. exe 0000 durnp full...
L]
@ [apztem) 10000530 [N dump partial...
=] chvwindowshaestemnd2hsearchprotocolhost ere  0000085C [N 4 .
= cuindowshapstem32hsearchfiterhost. exe Q00o0EE4 [N Ump region...
|®|u::'\users"-.student"adu:uwnlu:uads'\l:uin_lurdpe_zm ... O0oonanc nc active dump engine >
1
Path | ImageBase | Im pricrity +
J n:::\w?hduwshsystem32"~nn:|tepau:l. EME QOEC Q000 nc correct ImageSize
|Z] chvwindowshepstem324ntdll. dil F7EBOO0N 0
[%] chvwindowshspstem 32hkeme 32 dI 7150000 oo load into PE editor... (temp file)
) oo vwindowshspstem 324k amelbase.dil FREFO000 [N ) )
= load inta PE editor... d onl
(8] c:Awindowshsystem32\advapi32. di 77080000 OO cacinte FE editer (read only)
%) o hvwindowehapstema2smevert.dll 70000 0 burn process
[E) chmindowshspstem 32hsechost. dl Fa0E0000 0
[E] chvwindowshapstern 324 portd. di FE1E0000 nc refresh P
%] e hwwindowshspstem 324gdi32.dll TR0 QooEETID a0
|E) chmindowshapstem 32user 32, di 7300000 00oc3nao0 out
%] e vwindowsbaspstem 324 pk. dll FeeF00o0 Qo00a000 |E| E xit
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Main Sections

@ [LgrdPE Deluxe 1 by woda

1 [ PE Editor ] - chwindows\system32\notepad.exe [READ OMLY]

Pab

SINSLO000a

B asic PE Header Infarmation

EntryFoint: Im
Imageb ase: lm
Sizelfimage: Im
Base0fCode; Im
Basze0iData: 0ooocooa
sectionalignment: lm
Filetlignment: lm

Subspztern:

Mumnber0 (S ections:

TimeD ateStamp:
SizelfHeaders:

Charactenzhics:

Checkzum;

N
0004
445BCEDF

00000400 7 |+ |

Moz .|
00039741 | 7 |

Size0f0ptionalHeader: Q0ED

NumDiRvadndSizes: | 00000010 - | - |

k. 3
Eriker
Sections
Directones

Compare
[L]

s

FLC

il

=
=

R rararara e

| o hwindowshsystem3 2lpk. dll

b agic: 01 0e
[ Section Table ]
M ame WOFfzet
et 10007 ao0
.data 000000
TEe 00aFao0
Teloc Q002F000

WSize

0o00&ERC
noooz1e4
0oo01F1ED
0oaoog =4

ROffzet

oonao400
0o0osCoo
0000 Coo
Oo02E00

RSize

00002300
00007 aao
O0o1F 200
00007 aao

Flags

GOO00020
Cooaoo4a
40000040
42000040

£ /FO000

Onooan0o0

E it

Malware Analysis
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Basic Structure of PE Flle

Size - 128 Byte
Purpose - Displays warning if file
cannot be run on windows.

~ Purpose - Contains information about
the Sections present in PE files.
Main Components - Namel,
VirtualSize, SizeOfRawData,
PointerToRawData, Characteristics

There are a lot more sections
But the main ones are

enough for now

Malware Analysis

«——— Section Table

Size - 64 Byte
Purpose - Checks if the file is valid
PE file or not.
Main Components - e_magic, e_ifanew

DOS MZ Header ———

DOS Stub R

" Purpose - Contains information about
the file.
Main Components - Signature,
File Header, Optional Header

PE File Header ——»

Section 1 -
~ Purpose - Contains the main content
Secti of the file, including code, data, resources /
tion 2 and other executable files :
; ~“Main Components - .TEXT, .RDATA.
' .DATA , .RSRC
Section ... o
Section n
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PE File format

ofset 2 | 1 2 3 4 : T s | 9 A | s c D I
xaeagogon BX5A4D (MI} lastsize PagesInFile relocations headersizeInParagraph | MinExtraPargrapheeded | MaxExtraPargraphNeeded | Initial (relative) ss
axaeessaie | Initial (relative) sSp checksum Initial IP Initial (relative} C5 | FileAddofRelocTable OverlayNumber reseryed reserved
Ewaeageele reserved reserved OEMIdentifier DEMInformation reserved reserved reserved reserved
gxaeagngIn reserved reserved reserved reserved reserved reserved ex8@ (offset to PE signature)
SnE08a0aLe
P420ER0450 . N . . — . . .

S—— This block contains instructions to display the message "This program cannot be run in DOS mode™ when run in MS-DOS

guEaaaoeTe

ExaeaReRng @xpdeedsse (PEV@\D - PE Signature) Target Machine Numberofsections TimeDateStamp PointerToSymbolTable (@ for image)
Exdgageeng Numberofsymbols (@ for image) sizegfoptionalheaders characteristics ax1e8 (exe) ‘ In#ajver | ln#nrver Sizegfcode

gxagasaaan SizegfInitializedData Size0funinitializedoata AddressofEntryPoint BaseDflode

Endeastane BasedfData ImageBase sectionalignment Filealignment
Endegaaace Hajorosversion | Hinorosversion MajorImageversion HinorImageversion Hajorsubsystemversion ‘ Minorsubsysteaversion Win32versionvalue
2120222208 $ize0fImage §ize0fHeaders CheckSum Checksum pl1characteristics
BxAIRR0REE Size0fstackReserve Size0fstackCommit 5ize0fHeapReserve SizeQfHeapCommit
ExAdaREaFe LoaderFlags Kumber0fRVAaNdS1zes .edata offset .edata size

audnaaa1ed .Idata offset .idata size .rsrc offset LFSre size

gxasagelle .pdata offset .pdata size attribute certificate offset (image) attribute certificate size (image)
gxgeaedlae .reloc offset (image) reloc size (image) .debug offset Jdebug size

ExEERaa13e Architecture (reserved - gxa) architecture (reserved - axe) Global Pir offset must be exe

gxaeagaldn .tls offset .tls size Load config table offset (image) Load Config table size (image)
BxARaRe1se Bound import table offset Bound import table size IAT (Import address table) offset IAT (Import address table) size
ENERRAR1EE Delay import descriptor offset (image) Delay import descriptor size (image) CLR runtime header offset (object) CLR runtime header size (object)
ax20228178 Reserved (must be @xe) Reserved (must be @xe) Section header - Name

SvE08a0158

Bxdeaae15e

gragaaalag Section header - Name

gugg82alEe

Bxdeaselle

Size in bytes

MS-D0S header

PE signature

COFF heacer File

standard fields header

- — Optionz
windows-specific fields

- - header
sata directories

)

P | e

[0 == =1

(=4}

variable

-Secti:r' table (each section header 1s 22 oytes)

variahle
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Linked Libraries and Functions

One of the most useful pieces of information that we can gather

about an executable is the list of functions it imports.

IMPORTS:

- Functions used by one program but stored in a different program.

+ Such as code libraries that contain functionality common to many programs.
- Connected to the main EXE by Linking
- No need to re-implement certain functionality in multiple programs.
- Code libraries (Imports) can be linked in three ways

- Statically

- At Runtime

+ Dynamically
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Static Linking

Least common method of linking libraries in Windows.

- But itis common in UNIX and Linux programs (?)

When a library is statically linked to an executable:

- All code from that library is copied into the executable.

- Which makes the executable grow in size.

Therefore, when analyzing code:

- it’s difficult to distinguish linked code and original code.

- Nothing in PE header indicates that the file has linked code.
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Runtime Linking

Commonly used in malware, especially when packed or

obfuscated (unpopular in friendly programs).

Executables connect to libraries only when function is needed.

- not at program start, as with dynamically linked programs.

Several Windows functions allows importing linked functions.

- Two most commonly used: LoadLibrary and GetProcAddress.
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Dynamic Linking

The most common and the most interesting for
malware analysts.

Host OS searches for the necessary libraries when
the program is loaded.

message.exe - System Error

.' - '. The program can't start because MSVCR100D.dIl is missing from your
' computer. Try reinstalling the program te fix this problem.
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Clues in Libraries and Functions

PE header lists every library and function

that will be loaded.

- Libraries & functions are very important parts of a program.
- Identifying them helps guess what the program does.

- Their names can reveal what the program does

- URLDownloadToFile indicates that the program

downloads something
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Dependency Walker program
- http://www.dependencywalker.com/

- Shows Dynamically Linked Functions in an executable
- Normal programs have a lot of DLLs

- Malware often has very few DLLs

Dependency Walker - [services.ex_] El@lgl
-8

B File Edit Yiew Options Profile Window Help
FH SR aE O gnEE REMN
- ] SERVICES.EX_ PI Ordinal ~ Hint Function Entry Poink &
= [ KERNEL32.DLL e 2 [nia 27 (0x001B) | CloseHandle Mot Bound
+-- [0 ws2_32.DLL B3 |nNia 68 (0x0044) | CreateProcessA Mot Bound
B3] |nia 125 (0x007D) | ExitProcess Mot Bound
B |nja 385 (0x0161) | Globalalloc Mot Bound
E1 [mja 392 (0x0188) | GlobalFree Mot Bound
< >
E Ordinal ~ Hint Function Entry Point 4
EJ 1(0x0001) | D(0x0000) | ActivateActCx 0x0000A6E4
=] 2(0x0002) | 1(0x0001) | Addatoma 9 0x0003551D
[} 3(0x0003) |  2(0x0002) | Addatomw DxDD0326F1
3 4 (0x0004) 3 (0x0003) | AddConsoleAliasa 0x0007 1DFF &
< >
Module File Time Stamp Link Time Stamp File Size Attr, Link Checksum Real Checksum CPU Subsyste A
= | ADVAPI3Z.DLL |02/09/2009 1:10p | 02/09%/2009 1:10p 617,472 | A Ox000ASBES 0x0D00ASEBS x86 Console
a KERMNEL32.DLL |03/21f2009 3:06p | 03/21/2009 3:06p 989,696 | A 0xD00FES72 0xD00FES72 x86 Console
3 MSWCRT.DLL 04/14/2008 1:12a | D4/14/2008 1:12a 343,040 | A 0xD00S7341 0x00057341 x86 GUI
O |mTDLL.DLL 020972009 1:10p | 02/09{2009 1:10p 714,752 | A 0xD00BCE74 0x000BCE74 x86 Console e
[ . e e e, . e la e lAmes . . . A mmAAAA——, ~ s ~ - ' —
< >
1Fnr Help, press F1




Services.exe
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A ————————

B File

Edit View Options Profile Window Help

_H._H._H

i e i e e

MSVCRT.DLL

RPCRT4.DLL

SSPICLIDLL

MTOLL.DLL

PROFAPLDLL
API-M5-WIN-5ECURITY-LSALOCQKUP-11-1-0.0LL
API-M5-WIN-5ECURITY-5DDL-11-1-0.DLL
CRYPTBASE.DLL
API-M5-WIN-CORE-ERRORHAMNDLING-L1-1-0.DLL
API-M5-WIN-CORE-FILE-11-1-0.DLL
API-M5-WIN-CORE-HANDLE-L1-1-0.DLL
API-M5-WIN-CORE-HEAP-L1-1-0.DLL
API-M5-WIN-CORE-INTERLOCKED-L1-1-0.DLL
API-M5-WIN-CORE-IO-11-1-0.DLL
API-M5-WIN-CORE-LIBRARYLOADER-L1-1-0.DLL
API-M5-WIN-CORE-LOCALREGISTRY-11-1-0.DLL
API-M5-WIN-CORE-MISC-11-1-0.DLL
API-M5-WIN-CORE-PROCESSENVIROMMENT-11-1-0.DLL
API-M5-WIN-CORE-PROCESSTHREADS-11-1-0.DLL
API-M5-WIN-CORE-PROFILE-L1-1-0.0LL
API-M5-WIN-CORE-STRING-11-1-0.DLL
API-M5-WIN-CORE-5YMNCH-L1-1-0.DLL

AT B A TEMEN s CRACTREICSS 14 - ool

i | »

m




Services.ex (malware)

Dependency Walker - [services.ex_|
B Fle CAt Yew Opions Profle Window |
e W R = B

S L] SERVICES.EY
O remnezzou @
] ws2 32D
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Imports (PI)

Exports (E)

/

g
B¢ Dependency Walker - [Lab01-01.exe] / / ] D
I t B{ File Edit View Options Proffe Window Helf |- [=] ]
mpor S SRR EELIEE Y A =L
- O LAB01-01.EXE PI* | Ordinal /| Hint Function =
..... T KERMNEL32.0LL | @3 |M/A 657 (0x0291) | malloc
..... a8 Bl |NA 585 (0024 9) | exit 3
EJ | MN/A 21 (0:00D3) | _exit
B 72 (0004 8) | _XcptFilter
E t = 100 (0:0064) | _p__initenv
x p O r S ) 88 (0:0058) [ _getmainarg
(] 271 (0010F) | _initterm
=1 hIrA 121 MM nNg 2% P pepe———" |
s 4| i b
l n E~ Ordinal Hint Function -
T | 108 (0:006C) | 106 (D06 A) | XeptFilker ||
T | 147 (0:0003) | 145 @0091) | _getmainarg
De endenc €3 | 181 (O0B5)| 179 (0:00B3) | _p_ initenv
3 | 187 (:00BB)| 185 (0:00B9) | _p_commox
T | 192 (k00C0)| 190 (0:00BE) | _p_fmode
T | 212(%00D4)| 210 (0:00D2) | _set_app_typ
a e r T A4 [00006) | 212 (00D4) | __setusermatt ™
' m | P
" | Module File Time Stamp Li =
O | API-MS-WIN-CORE-CONSOLE-L1-1-0.DLL 01/03/2013 9:43p |01 |
@ | API-MS-WIN-CORE-DATETIME-L1-1-0.DLL 01/03/2013 9:43p | 01
@ | API-MS-WIN-CORE-DEBUG-L1-1-0.DLL 01/03/2013 9:43p | 01
@ | API-MS-WIN-CORE-ERRORHANDLING-L1-1-0.DLL 01/03/2013 9:43p | 01
@ | API-MS-WIN-CORE-FIBERS-L1-1-0.DLL 01/03/2013 9:43p |01 -
‘=|I __.”.r_.._.. _|___ —— . . - —— - - - - r_
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Imported Functions

- The PE file header also includes information

about specific functions used by an executable.

+ The names of these Windows functions can give
a good idea about what the executable does.

+ Microsoft does an excellent job of documenting
the Windows API

- Microsoft Developer Network (MSDN) library.
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Exported Functions

Like imports, executables export functions to

interact with other programs and code.

- DLLs export functions and EXEs import functions

- DLLs areimplemented to provide functionality used by EXEs.

Both exports and imports are listed in the PE header

- If you discover exports in an executable, they often will

provide useful information.
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Common DLLs

Table 1-1: Common DLLs

DLL
Kernel32.dll

Advapi32.dll
User32.dll

Gdi32.dll
Nitdll.dll

WSock32.dll and
Ws2 32.dll

Wininet.dll

Description

This is a very common DLL that contains core functionality, such as access
and manipulation of memory, files, and hardware.

This DLL provides access to advanced core Windows components such
as the Service Manager and Registry.

This DLL contains all the user-interface components, such as buttons, scroll
bars, and components for controlling and responding to user actions.

This DLL contains functions for displaying and manipulating graphics.

This DLL is the interface to the Windows kernel. Executables generally do
not import this file directly, although it is always imported indirectly by
Kernel32.dIl. If an executable imports this file, it means that the author
intended to use functionality not normally available to Windows pro-
grams. Some tasks, such as hiding functionality or manipulating pro-
cesses, will use this interface.

These are networking DLLs. A program that accesses either of these most
likely connects to a network or performs network-related tasks.

This DLL contains higher-level networking functions that implement

protocols such as FTP, HTTP, and NTP.
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Notepad.exe

i, PEview - C:\Windows\System32\notepad.exe
File View Go Help

20000 FmFH|[=-oo

= notepad.exe
IMAGE_DOS HEADER
-~ MS-DOS Stub Program
& IMAGE_NT_HEADERS
IMAGE_SECTION_HEADER. text
- IMAGE_SECTION_HEADER _data
- IMAGE_SECTION_HEADER rsrc
IMAGE_SECTION_HEADER _reloc
- BOUND IMPORT Directory Table
BOUMND IMPORT DLL Names
EI SECTION text
& IMPORT Address Table
- IMAGE_LOAD_CONFIG_DIRECTORY
- IMPORT Directory Table
- IMPORT DLL Names
- IMPORT Name Table
- IMPORT Hints/Names
IMAGE_DEBUG_DIRECTORY
IMAGE_DEBUG _TYPE_RESERVED10
. IMAGE_DEBUG_TYPE_CODEVIEW
- SECTION .data
- SECTION _rsrc
- SECTION _reloc

pFile | Data | Description | Value
00000400 TICBFT79F  Virtual Address 0268 RegQueryValueEx\W
00000404 T7TCBF429 Virtual Address 022A RegCloseKey
00000408 T7TCABB3D Virtual Address 0236 RegCreateKeyW
0000040C 77CABB89 Virtual Address 017A IsTextUnicode
00000410 TTCABAS0 Virtual Address 0278 RegSetValueExW
00000414 00000000 End of Imports ADVAPI32 dIl
00000418 TTE1CE3B Virtual Address 01D1 GetFilelnformationByHandle
0000041C TTE3FTCS Virtual Address 012C FindNLSString
00000420 TTE3BESA Virtual Address 028A GlobalAlloc
00000424 TTE39E35 Virtual Address 029C GlobalUnlock
00000428 TTE39EFT Virtual Address 0295 GlobalLock
oo0oD42C TTE122EG  Virtual Address 007D CreateFileMappingVV
00000430 7TTE3368E0 Virtual Address 01B1 GetDateFormat\W
00000434 TTE334E1  Virtual Address 01E8 GetLocalTime
00000438 TTEOF27T  Virtual Address 0308 LocalUnlock
0000043C TTE3TF30 Virtual Address 030F MapViewOfFile
00000440 TTE35CAE  Virtual Address 031F MultiByteToWideChar
00000444 TTE3C8DA Virtual Address 044B UnmapViewOfFile
00000448 T7TEOCY935 Virtual Address 0305 LocalReAlloc
0000044C  7TE14BFD Virtual Address 0153 GetACP
00000450 TTEOC5C8 Virtual Address 00C4 DeleteFileVW
00000454 TTEQOTFFC  Virtual Address 03D5 SetEndOfFile
00000458 TTEOF33F  Virtual Address 0304 LocalLock
0000045C TTE11292  Virtual Address 0149 FormatMessageWW
00000460 TTE3D198

P T T T R ]

<

T ASArTO

Virtual Address

0484 WideCharToMultiByte

A a s al

Viewing IMPORT Address Table

Malware Analysis
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Advapi32.dll

':1., PEview - C:\Windows\System32\advapi32.dll = |I:I|£|
File View Go Help

2000 | [FmF|[xao

= advapi32.dll = pFile | Data \ Description \ Value il
E---IMAGE_DOS_HEADER 00037F20 0008606A Function RVA 0001 |_ScGetCurrentGroupStateW
MS-DOS Stub Program 00037F24 0003EC70 Forwarded Name RVA 0002 A_SHAFinal -> NTDLL.A_SHAFinal
- IMAGE_NT_HEADERS 00037F28 0003EC81 Forwarded Name RVA 0003 A_SHAInit -= NTDLL.A_SHAInit
IMAGE_SECTION_HEADER. .text 00037F2C 0003ECY91 Forwarded Name RVA 0004 A _SHAUpdate -» NTDLL.A_SHAUpdate
- IMAGE_SECTION_HEADER .data 00037F30 00081746  Function RVA 0005 AbortSystemShutdownA
§-~~IMAGE_SECTION_HEADER .rsrc 00037F34 000816F2 Function RVA 0006 AbortSystemShutdownW
- IMAGE_SECTION_HEADER _reloc 00037F38 000341F0  Function RVA 0007 AccessCheck
-~ BOUND IMPORT Directory Table 00037F3C 000630A1 Function RVA 0008 AccessCheckAndAuditAlarmA
- BOUND IMPORT DLL Names 00037F40 00011BAT7 Function RVA 0009 AccessCheckAndAuditAlarmVy/
E SECTION text 00037F44 0002B4F9 Function RVA 000A AccessCheckByType
- IMPORT Address Table 00037F48 00063188 Function RVA 000B AccessCheckByTypeAndAuditAlarmA
S----Il‘llIAGE_LOAD_CONFIG_DIRECTCOF 00037F4C 00062EBF Function RVA 000C AccessCheckByTypeAndAuditAlarmVV
- IMAGE_EXPORT_DIRECTORY 00037F50 00062E21 Function RVA 000D AccessCheckByTypeResultList
& CXPORT Address Table 00037F54 00063284 Function RVA D00E AccessCheckByTypeResultListAndAuditAlarmA
- EXPORT Mame Pointer Table 00037F58 0006337D Function RVA 000F AccessCheckByTypeResultListAndAuditAlarmByHandleA
-.EXPORT Ordinal Table 00037F5C  00062FEC  Function RVA 0010 AccessCheckByTypeResultListAndAuditAlarmByHandleW
- EXPORT Mames 00037F60 00062F3A  Function RVA 0011 AccessCheckByTypeResultListAndAuditAlarmVV
- DELAY IMPORT Descriptors 00037F64 0002D7E0  Function RVA 0012 AddAccessAllowedAce
.. DELAY IMPORT DLL Names —1| 00037F68 0001BBBY Function RVA 0013 AddAccessAllowedAceEx
- DELAY IMPORT Name Table 00037F6C 00063635 Function RVA 0014 AddAccessAllowedObjectAce
- DELAY IMPORT Hints/Names 00037F70 00009988 Function RVA 0015 AddAccessDeniedAce
. IMPORT Directory Table 00037F74 0006359F Function RVA 0016 AddAccessDeniedAceEx
- IMPORT DLL Names 00037F73 00063683 Function RVA 0017 AddAccessDeniedObjectAce
+IMPORT Name Table 00037F7C 00013C00  Function RVA 0018 AddAce
| - IMPORT Hints/Names [ _|;| [|]003TF8[] 00001B89 Function RVA 0019 AddAuditAccessAcel _lﬂ
14 > 4 »
|Viewing EXPORT Address Table v
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EX, PEview - C:\WINDOWS\system32\calc.exe
File View Go Help

Calc.exe

AR N X IO MU WEE 8 AN R

= calc.exe i
IMAGE_DOS_HEADER
MS-DOS Stub Program

+ IMAGE_NT_HEADERS
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
BOUND IMPORT Directory Table

- BOUND IMPORT DLL Names

- SECTION .text

- SECTION .data

+ SECTION .rsrc

00000000
00000010
00000020
00000030
00000040
00000050
000000E0
00000070
00000080
00000030
0000DDAD
0000D0BO
0000DOCD
0000DODO
DO00DDED
0O00DOFD
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001AD
00000180
000001Co
00000100
000001ED

#

o

i+

Raw Data
90 00 0D OO 04 00
B8 0D 00 OD 0O DD OO OO 40 0O DD OO DO DO
0D 0D 0D OD 0O DD 0D OO 0D 0O DD 0D DO DO
0D 0D 0D OD 0O DD OD 0D 0D OO DD OD FO OO

0OE 1F BAOE 0D B4 05 CD 21 BB 01 4C CD 21

69 73 20 70 72 BF 67 72 61 6D 20 63 61 6E

74 20 62 65 20 72 75 BE 20 B9 BE 20 44 4F
6D BF 64 65 2E0OD OD DA 24 00 0D 0D 0O 0D
87 45 16 64 C3 24 78 37 C3 24 78 37 C3 24
39 07 358 37 C6 24 78 37 19 07 64 37 CB 24
C324 7837 C2247837 C32479 37 44 24
39 07 61 37 CE24 78 37 54 07 3D 37 C2 24
19 07 B5 37 DF 24 78 37 39 07 45 37 C2 24
52 B9 B3 68 C3 24 78 37 00 00 0O 0O 0O 0O
0D 000D 0D 00000000 000000000000
50 45 00 0D 4C 01 03 00 10 84 7D 3B 00 00
0D 000D 0D EDODOF 01 OBO1O7 0000 28
0D 9C 000D 00000000 752401000010
0D 40 01 0D OO 0D OO 01 00 10 00 00 00 02
0500 010005000100 O400000O00O00O00
00 FO O1 000D D04 0000 FCD7 01000200
00 0D 04 OO OO 10 OO OO 0O DD 10 OO OO 10
00 0D 0O 0O 10 00 OO OO 0O DD 0D 0O 0D 00
80 26 01 00 BC 00 OO OO 0O BO O1 OO BO 89
00 0D 0O 0O 0D 00 000D 00 0D 0D 00 0D 00
00 0D 0O 0O 0D 00 0O OO 40 12 00 00 1C 00
00 0D 0O 0O 0D 00 000D 00 0D 0D 00 0D 00
00 0D 0O 0O 0D 00 00 0D 00 0D 0D 00 0D 00
60 02 00 00 B0 00 OO OO 0O 10 OO 00 268 02
00 0D 0O 0O 0D 00 00 0D 00 0D 0D 00 0D 00
00 0D 0O 0O 0D 00 000D 2E 74 6578 74 00

is program canno
t be run in DOS
mode. ... %, . ... ..
CE.d.$x7 .57 5x7
9. 87 %x7. . d7.F5x7
b7 57 FyTDExT
9. a7 $x7T.=7. 57
CLe7  $x79 BT $x7
Rich. $x7........

PE..L.....}:....
............. (..
........ uf. .o
@ .
T
@
R S
o text...

£

Viewing calc.exeS_HEADER
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Example: Keylogger

- Imports User32.dll and uses the function
SetWindowsHooKkEXx, which is a popular way
keyloggers receive keyboard inputs

- |t exports LowLevelKeyboardProc and
LowLevelMouseProc to send the data
elsewhere

- It uses RegisterHotKey to define a special
keystroke like Ctrl+Shift+P to harvest the
collected data
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Ex: A Packed Program

- Very few
functions

- Allyou see is
the unpacker

Malware Analysis

Table 2-3. DLLs and Functions Imported from
PackedProgram.exe

Kernel32.dli User32.dll

GetModuleHandleA MessageBoxA

LoadLibraryA
GetProcAddress
ExitProcess
VirtualAlloc

VirtualFree
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The PE File
Headers and
Sections
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PE File Headers

PE file headers can provide considerably more
information than just imports.

PE file format contains a header followed by a series
of sections.

- The header contains metadata about the file itself.

Following the header are the actual sections of the
file, each of which contains useful information.
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V. V VYV VY

Important PE Sections (1)

.text -- instructions for the CPU to execute
.rdata -- imports & exports
.data - global data

.rsrc - strings, icons, images, menus
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Important PE Sections(2)
text

- instructions for the CPU to execute
- This is the only section that can execute,

- It should be the only section that includes code.

.rdata

- Import and export information.
- Also store other read-only data used by the program.
- Some file contains: .idata & .edata sections

+ which store the import and export information
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Important PE Sections (3)
.data

- Program’s global data

- accessible from anywhere in the program.

- No Local data stored here or in the PE file.

I'SIc

- Resources used by the executable.

- Such as icons, images, menus, and strings.

Malware Analysis Qasem Abu Al-Haija
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Important File Sections (4)

Section names are often consistent across a
compiler but vary across different compilers.

- For example, Visual Studio uses .text for executable
code, but Borland Delphi uses CODE.

- Windows doesn’t care about the actual name.

- it uses other info. in the PE header to determine how
a section is used.

Furthermore, the section names are sometimes
obfuscated to make analysis more difficult.

- Luckily, the default names are used most of the time.
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Examining PE Files with
PEview
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+ The first two parts of the PE header:

PE File Components

- IMAGE_DOS_HEADER and MS-DOS Stub Program

- Historical and offer no information of our interest.

-IMAGE DOS HEADER

-WS-D0S Stub Program

0oooo010 B8 00 00 00 OO OO 00 0O

~IMAGE_NT_HEADERS

Signature

" TMAGE_FILE_HEA
. IMAGE OPTIONAL HEADE

- IMAGE_SECTION_HEADER text
- IMAGE_SECTION_HEADER rdata L
-~ IMAGE_SECTION_HEADER data |
- IMAGE_SECTION_HEADER. pdata
- IMAGE_SECTION_HEADER _rsrc
- IMAGE_SECTION_HEADER. reloc
- SECTION text

- SECTION _rdata

- SECTION data

- SECTION .pdata

- SECTION rere

L SECTION reloc

Malware Analysis

00 00 0O OO OO Q0 00
00000030 00 00 O 00
00000040 OE 1F BA OE 00 B4 09 CD
00000050 69 73 20 70 72 6F 67 72
: 74 20 62 65 20 72 75 GE

Qoooooso 97
00000090 95 AD BC A3
000000AD 95 AD 82 A3DAF
000000B0 D3 F1 5C A3 AD F1 8D A3
000000C0O AE 88 BD A3 D1 F1 5D A3
000000D0 D3 F1 CA A3 D2 F1 5D A3
00000DED 52 69 63 68 D3 F1 5D A3
000000FO Q0 00 0O QO 0O 0O 0O 0O
00000100 F2 7D 7B 57 00 00 00 00

2E 0D 0D DA
D3 F1 5D A3
= A3

00000110 0B 02 0C 00 00 28 01 00
Qasem Abu Al-Haija

40 00 00 0O OO0 Q0
00 00 0O OO 0O 0O
00 00 00 00 F& 00
cD 21

61 60 20 63 61
20 69 BE 20 44 4F
24 00 00 00O OO0 Q0
D3 F1 5D A3 D3 F1
95 AD BD A3 AC F1
CE A3 DE F1
; F1

83 A3 D2 F1
0o 00 00 00
64 86
00D 00 00 00 FO 0O
00 34 01 00 00 00

Lis program canno
t be run in DOS
mode . _ ..




PE File Components
- IMAGE_NT_HEADERS shows the NT headers.

- The signature is always the same and can be ignored.

- IMAGE_FILE_HEADER contains basic info. about the file.
- Time Date Stamp shows when this executable was compiled.
- IMAGE_OPTIONAL_HEADER includes several important info.

%, PEview - C:\svchost.ex_

Eile Yiew Go Help

Q000 CIMEE R ARG

= svchost.ex_ pFile Data Description alue
IMAGE_DOS_HEADER O00D0OODEC 014c Machine IMAGE_FILE_MACHINE_I386 9
MS-DOS Stub Program O0D00DEE 0004 MNumber of Sections
= IMAGE_NT_HEADERS 0000DOFD  49D3C45D0  Time Date Stamp 2009/04/01 WWed 19:45:33 UTC 9
Signature 000000F 4 00000000 Pointer to Symbol Table

IMAGE_FILE_HEADER JjuEuuiu]gs] 00000000 Mumber of Symbols
IMAGE_OPTIONAL_HEA|| 000000FC ODEO Size of Optional Header

IMAGE_SECTION_HEADEFR | 0O00000FE 0103 Characteristics

IMAGE_SECTION_HEADER 0001 IMAGE_FILE_RELOCS_STRIPPED
IMAGE_SECTION_HEADER D002 IMAGE_FILE_EXECUTABLE_IMAGE
IMAGE_SECTION_HEADEFR 0100 IMAGE_FILE_32BIT_MACHINE

SECTION .text
#- SECTION .rdata
SECTION _data
2 SECTION .rsrc

< I 3 > 64
Viewing IMAGE_FILE_HEADER

Figure 1-7: Viewing the IMAGE FILE HEADER in the PEview program



Time Date Stamp

-+ Shows when this executable was compiled

+ Older programs are more likely to be known

to antivirus software

- But sometimes the date is wrong
- All Delphi programs show June 19, 1992

- Date can also be faked
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IMAGE_OPTIONAL_HEADER

Includes several important pieces of information.

- Subsystem indicates whether this is a console or GUI program.

+ Console programs have the value IMAGE_SUBSYSTEM_WINDOWS_CUI

and runinside a command window.

+ GUI programs have the value IMAGE_ SUBSYSTEM_WINDOWS_GUI

and run within the Windows system.
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IMAGE_SECTION_HEADER(1)

+ Most interesting info. about PE section headers.

- The compiler generally creates and names PE sections,

and the user has little control over these names.

- Thus, the sections are usually consistent from executable to

executable, and any deviations may be suspicious.

- Most important information to look at:
+ Virtual Size - RAM

- Size of Raw Data - DISK
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IMAGE_SECTION_HEADER(2)

- Virtual Size

- Space s allocated for a section during the loading process

Size of Raw Data

- How big the section is on disk.
For the .text section, normally equal or nearly equal.

Packed executables show a Virtual Size much larger

than the Size of Raw Data for .text section
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Not Packed

-
Ely PEview - C\Windows\System32\notepad.exe L — M

File View Go Help

21000 ¢ IHu»H|[E==

= notepad.exe pFile Data Description
IMAGE_DOS_HEADER 000001DE 2E 74 65 78 Mame
g----MS—DDS Stub Program 000001DC 74 00 00 00
--IMAGE_NT_HEADERS 000001ED 0000ABEC  Virual Size
® MAGE SECTIOM HEADER text 000001E4 00001000 RVA
----- IMAGE_SECTION _HEADER .data 000001ES 0000AB0D  Size of Raw Data
----- IMAGE_SECTION_HEADER rsrc 000001EC 00000400  Pointer to Raw Data
- IMAGE_SECTION_HEADER reloc 000001F0 00000000 Pointer to Relocations
BOUND IMPORT Directory Table 000001F4 00000000  Puointer to Line Numbers
BOUND IMPORT DLL Mames 000001F8 0000 Mumber of Relocations
-- SECTION text 000001FA 0000 Mumber of Line Numbers
§----SECTIDH _data 000001FC 60000020  Characteristics
--SECTIDH ISTC 00000020
&- SECTION _reloc 20000000

40000000
1 1] k
Viewing IMAGE_SECTIOM_HEADER. .text

Malware Analysis

Qasem Abu Al-Haija

69



Packed

Malware Analysis

Table 2-6. Section Information for
PackedProgram.exe

Name Virtual size Size of raw data

text  A000 0000
.data 3000 0000
.rdata 4000 0000
.rsrc 19000 3400
Dijfpds 20000 0000
.sdfuck 34000 3313F
Kijijl 1000 0200

Qasem Abu Al-Haija
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Viewing the Resource
Section with

Resource Hacker

Malware Analysis Qasem Abu Al-Haija
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Resource Hacker
- Lets you browse the .rsrc section

- Strings, icons, and menus

+ Resource Hacker: http://www.angqusj.com/

NOTE
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Resource Hacker

’
[Ey] Resource Hacker - C:\Windows\System32\calc.exe

File Edit View Action Help
|:| IMAGE >
a2 MUI 64 x 64 (16 colors) - Ordinal name: 1 T
|:| WEVT_TEMPLATE 48 x 48 (l& colors) COrdinal name: 2 :.— ]
D Bitmap 32 ® 32 (16 colaors) Drd%nal name: 3 i
I:I lcon 24 x 24 (le colors) Drd%nal name: 4 iR -
le ® 16 (1l colaors) Crdinal name: &5 i
=43 lcon Group 64 x 64 (256 colors) - Ordinal name: & =
B34 48 x 48 (256 colors) - Ordinal name: 7 S
| 11033 32 ®x 32 (256 colors) - Ordinal name: 8 —
|:| Version Info 24 ® 24 (256 colors) - Ordinal name: 9 m
|“_‘| 34 le x 16 (256 colors) - Ordinal name: 10

Z2ob x 256 (l16.8mil colors) - Ordinal name: 11

64 x 64 [(l6.8mil colors) Ordinal name: 12

48 x 48 (l6.8mil colors) Ordinal name: 13

32 ®x 32 [(le.Emil colors) Ordinal name: 14

24 x 24 (l6.8mil colors) Ordinal name: 15

lé x 16 [(l&6.8mil colors) Ordinal name: 16

230 |

Malware Analysis
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Resource Section with

Resource Hacker

£ Resource Hacker - C:\WINDOWS\SYSTEM32\CALC.EXE
File Edit Wiew Action Help

[con A Di -

- Compile Script Hide Dialo < Dialog - 102
#-(C] Menu o ——

S A I Calculator
=43 Dialog 102 DIALOGEX 32768, O,

-3 101 STYLE WS_MINIMIZEBOX | W |

43 102 EXSTYLE WS_EX APPWINDOW

i CAPTION "Calculator"™ Backspace

(03 103 MENU 106 ’

i rn 1 rn

B E:l 104 CLASS ScicCale MC g
: . LANGUAGE LANG ENGLISH,
(L7 String Tahle -
‘ FONT 8, "MS Shell Dlg"
(] Accelerators ¢ MR 5
(3 Icon Group CONTROL "", 403, EDI
(3 Version Info CONTROL "MC”, 113, Bf MS -
324 CONTROL "MR", 114, B

CONTROL "MS", 115, B M+

CONTROL "M+"™, 116, B

AORTTTIAT e 4+ T™TT

< 1M \
| 1,196 |

Figure 1-9: The Resource Hacker tool display for calc.exe
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PE Header Summary
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PE Header Summary

PE header contains useful info for MA, and we will
continue to examine it in subsequent chapters.

+ Table 1-7 reviews the key information that can be
obtained from a PE header
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Main Sources for these slides

Michael Sikorski and Andrew Honig, "Practical Malware
Analysis: The Hands-On Guide to Dissecting Malicious Software";
ISBN-10: 1593272901.

Xinwen Fu, “Introduction to Malware Analysis,” University of
Central Florida

Sam Bowne, “Practical Malware Analysis,” City College San
Francisco

Abhijit Mohanta and Anoop Saldanha, “Malware Analysis and
Detection Engineering: A Comprehensive Approach to Detect and
Analyze Modern Malware,” ISBN: 1484261925.
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